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Superior scalability and reliability of Windows Server 2003 will enable world leader in electronics and engineering to extend its collaborative business model globally. 

Published: April 2003
The driving force behind the Siemens deployment of Microsoft Windows Server 2003 and Active Directory is the desire to gain the collaborative, security, and cost benefits of a global infrastructure while enabling each of its 130 business units to maintain independent operations. The Siemens Any4 vision means the ability to enable any authorized worker to access any resource, from anywhere, at any time. By using Windows Server 2003 to extend that vision, the company expects to increase productivity and reduce operating, implementation, and administration costs, positioning it well to compete in the global marketplace. 

Situation

With 450,000 employees in 190 countries, Siemens is a world leader in electrical engineering and electronics. Its global network consists of 130 business units in six business segments: Information and Communications, Automation and Control, Power, Transportation, Medical, and Lighting. Each unit is responsible for its own worldwide operations, supported by regional units around the globe. 

This decentralized structure gives each business unit the flexibility to make its own decisions and build strong relationships with its customers. At the same time, cooperation among business units and regions is critical to enabling Siemens to provide comprehensive, customer-focused products, solutions, and services for the global market at a competitive price. 

With the launch of its e-business initiative in 2000, Siemens began to orient its business processes toward the Internet. The corporate goal is to transform Siemens into an e-driven company through its Any4 vision, which is to provide any authorized Siemens employee at any location with the ability to access any resource at any time. This e-business initiative was developed to make Siemens more agile and more efficient, and bring it closer to its customers. That, in turn, will help to improve product quality and service while reducing costs. 

Key to realizing this vision is the deployment of the Microsoft® Windows® Server 2003 operating system with Active Directory® service. Windows Server 2003, Enterprise Edition, is expected to deliver the level of performance and scalability necessary to support Siemens’s global work processes, while reducing administration time and duplicated effort. 

In the late 1990s, the Siemens global information technology infrastructure was decentralized, with each operating unit managing its own IT network based on the Microsoft Windows NT® Server operating system. The company realized that it needed to unify all of those separate IT infrastructures into a single enterprisewide forest so that they could share a common directory, schema, configuration, and global catalog (GC). To address that need, Siemens created the Siemens Workplace Architecture Team (SWAT) which developed the technical specifications to realize and validate the Any4 vision. 
The release of Microsoft Windows 2000 Server with Active Directory provided Siemens with the capabilities to incorporate all those separate networks into one global corporate directory solution to provide an enterprisewide addressing scheme. The plan was to bring all Siemens business units into a single forest that would provide employees with full product functionality and transparent access to all resources. 

As the Windows 2000 Server migration progressed, Siemens discovered that the number of sites in its single forest would be pushing that operating system's 1,000-sites-per-forest limit, causing calculation of the replication topology to take more than an hour. The Inter-Site Topology Generator (ISTG) in Windows Server 2003 has been rewritten to use improved algorithms and will scale to support forests with an extremely large number of sites. The initial Siemens lab testing of Windows Server 2003 Beta 3 demonstrated that improvements in ISTG shortened calculation time significantly, indicating that it will easily scale to meet Siemens single-forest requirements. 

Solution

In late summer 2000, Siemens joined the Microsoft Windows Server 2003 Joint Development Program at about the same time that it started rolling out its Active Directory design based on Windows 2000 Advanced Server. With 130 business units representing 350,000 users, migration to the new Active Directory infrastructure was started a few units at a time. 

While the design specified a single-forest Active Directory structure to encompass all Siemens organizations, the Siemens chief information officer specified that two forests be created—a permanent test forest and a production forest. Before joining the production forest, each Siemens unit must first validate its implementation plan in the test forest. Any significant changes to its implementation must be evaluated in the test forest before being implemented in production.

The Active Directory design consists of a forest root domain and second-tier domains. The forest root domain provides functions necessary to the existence and interoperation of the other domains in the forest. Second-tier domains are created directly off the forest root domain by the individual Siemens units and contain all of their administrator, user, and computer accounts and resources. 

Currently, the Siemens infrastructure consists of three forests: Siemens.net, which is the production forest; Sitest.net, which is a mirror of Siemens.net for business units to test new applications before implementing them in production; and Any4swat.net, which is the Siemens global lab testing environment. This latter environment consists of 45 servers—including domain controller (DCs), Web servers, e-mail servers, and application servers—in 16 locations around the world. "Our test forest is bigger than some companies' production deployments," says John Minnick, Manager of Technology Development for the Siemens Energy & Automation unit. Siemens revalidated its Active Directory design with Windows Server 2003 Beta 3 on Any4swat.net in February 2002. 

The ongoing lab testing of Windows Server 2003 Beta 3 at Siemens has identified several new features that will help the company continue to improve performance of and access to its global network, while preserving security and reducing administration time. These features include: 

· Updated KCC/ISTG algorithm significantly shortens the calculation time for the replication topology on the ISTG, indicating that it will easily scale to meet Siemens single-forest requirements. "Because of the number of sites, the number of domains, the number of site links, and the sheer size of what we’ve done in our single forest, we were hitting limits with Windows 2000," explains Minnick. "We found in lab testing that Windows Server 2003 enabled us to get beyond those imposed limits. Knowledge Consistency Checker (KCC) calculation time for 150 sites on Windows Server 2003 took just a few seconds compared to several minutes that it took before." 

· Logon connections without a global catalog. In Windows Server 2003, domain controllers (DCs) in a site that does not contain a global catalog can be configured to cache Universal Group membership lookups when processing user connections. This allows a DC to process connections without contacting a GC. This can reduce the number of GCs, decrease hardware requirements for DCs, increase availability, and reduce the amount of bandwidth required for replication. This is of particular benefit for Siemens branch offices.
· Replica DC from media allows an administrator to set up initial replication from files created when backing up an existing DC or GC server. The backup files, generated by any Active Directory–aware backup utility, can be transported to the candidate DC using media such as tape, compact disc, and digital video disc, or file copy over a network. With Windows Server 2003, the administrator needs only to send the data to the remote site and the initial Active Directory can be built from backup data. This provides faster, more flexible support of remote sites that have low bandwidth but need a local DC to support logon connections. 

· Group membership replication improvements eliminate the 5,000-users-per-group limit and the need for “group nesting.” This reduces administrative complexity and replication traffic, and eliminates the potential risk of losing data during simultaneous updates of groups.

· Cross-forest trust capabilities provide a new type of transitive, one-way or two-way Windows trust between two forests. This trust enables management of the security relationship between two forests, enabling secure access to resources when the user account is in one forest and the computer account is in another forest, and allowing the trusting forest to enforce constraints regarding the security identifiers that it will accept when users from trusted forests attempt to access protected resources. By making it easier to manage the security relationship between two forests, this feature will support future mergers and acquisitions between companies that have independent Active Directory–aware deployments. 

· New operational features. Object picker enhancements provide better, more efficient, and flexible support for finding objects in a large directory; reduce the impact of directory service on a network; and enable users to narrow down a search to a specific organizational unit within the directory. This is expected to optimize administrator workflow and provide more efficient use and administration of the directory. Headless server support will enable Siemens to install and manage a server computer without a monitor, VGA display adaptor, keyboard, or mouse. Headless Server Emergency Management Services support for management controllers and ports allows servers to be managed even during system start or when a system has crashed. This will enable Siemens to reduce server hardware costs and provide better support for a server that has gone down. 
· Active Directory Migration Tool (ADMT) enhancements, including support for password synchronization and a scripting interface, are expected to help reduce migration costs.

· Improved management features—such as the new Group Policy Management Console user interface, improved reporting, backup and restore of group policy objects (GPOs), and scripting of GPO operations as well as the Microsoft Software Update Services—will streamline administration and improve server operations.

Benefits

Because the Windows Server 2003, Enterprise Edition, deployment at Siemens is still in the testing phase, it is too soon to measure the benefits of this move. However, the initial results are indicating significant potential benefits to the enterprise, which are expected to continue to grow after the migration is complete. 

· Realization of the Any4 vision. By far the most important benefit of bringing all Siemens business units into a single forest on Windows Server 2003, Enterprise Edition, and Active Directory will be the realization of the Any4 vision. The improved scalability, performance, security, and administration tools will make it easy for any authorized employee to access any resource from anywhere at any time. The updated ISTG algorithm in Windows Server 2003 scales to support forests with more than 1,000 sites and increase the speed of recalculating the replication path. "Windows Server 2003 and Active Directory will unify the management of Siemens resources across the globe, enabling us to achieve our Any4 vision," Minnick notes. "Our forest is so big that Windows Server 2003, Enterprise Edition, gives us a chance to transcend our current limits." 

· Increased productivity. By enabling employees to easily collaborate across geographic and organizational boundaries, the Siemens single-forest infrastructure is expected to result in more focused and more cost-effective solutions, products, and services. Each business unit will be able to maintain its autonomy while benefiting from a shared enterprisewide infrastructure. "By developing a high-speed, efficient global network, we improve the ability of these various units to develop business synergies that enable them to deliver complex turnkey solutions for customers in a wide range of industries," Minnick says. 

· Reduced implementation costs. Because the SWAT design provides an overall infrastructure plan that offers readymade forest-root infrastructures to Siemens business units, it is expected to save a substantial amount of planning time and expense for those individual business units. Siemens also expects to take advantage of the enhanced password migration capabilities and the new scripting interface in ADMT version 2.0 to migrate passwords, groups, and computers from Windows NT® version 4.0 or Windows 2000 to Windows Server 2003, Enterprise Edition. This is expected to help speed migration and reduce labor costs. The ability to replicate a domain controller from a backup media copy will support the deployment of DCs to sites with limited bandwidth. In addition, the ability to enable users to log on without having to go through a global catalog can reduce the hardware requirements for DCs and reduce the amount of bandwidth required for replication. 

· Reduced administration costs. The cross-forest trust feature greatly simplifies cross-forest security administration. This will support collaboration across forests in merger and acquisition scenarios. Siemens also expects to benefit from object picker improvements to support more efficient use of the directory, and from headless server support and Terminal Services for more efficient and effective remote management. 

The next step for Siemens is to revalidate its Active Directory design on the released version of Windows Server 2003 when it is available and migrate both its test forest and production forest to that operating system. When Windows Server 2003 released code is available, Siemens will freeze the migration to Windows 2000 and the units that are still on Windows NT Server will migrate directly to Windows Server 2003, Enterprise Edition. In parallel, those units that already have migrated to Windows 2000 will upgrade to Windows Server 2003, Enterprise Edition.

Microsoft Windows Server 2003 enables you to create a highly productive platform for powering connected applications, networks, and Web services. Windows Server 2003:
· Enables you to deliver a reliable, secure, scalable platform for applications and network services

· Makes it easy for you to deploy, manage, and use

· Empowers you with a complete server platform to quickly build connected solutions

· Enables you to maximize business value by leveraging the largest partner solution ecosystem

For more information about Windows Server 2003, please visit: 
http://www.microsoft.com/windowsserver2003/
For More Information

For more information about Microsoft products or services, call the Microsoft Sales Information Center at (800) 426-9400. In Canada, call the Microsoft Canada Information Centre at (877) 568-2495. Customers who are deaf or hard-of-hearing can reach Microsoft text telephone (TTY/TDD) services at (800) 892-5234 in the United States or (905) 568-9641 in Canada. Outside the 50 United States and Canada, please contact your local Microsoft subsidiary. To access information using the World Wide Web, go to: 
http://www.microsoft.com/
For more information about Siemens products or services, visit the Web site at:
http://www.siemens.com/
© 2002 Microsoft Corporation. All rights reserved. 

This case study is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS OR IMPLIED, IN THIS SUMMARY. Microsoft, Active Directory, Windows, the Windows logo, and Windows NT are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries. The names of actual companies and products mentioned herein may be the trademarks of their respective owners.
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"Windows Server 2003 and Active Directory will unify the management of Siemens resources across the globe, enabling us to achieve our Any4 vision. Our forest is so big that Windows Server 2003, Enterprise Edition, gives us a chance to transcend our current limits."


John Minnick 


Manager, Technology Development 


Siemens Energy & Automation
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Microsoft Windows Server 2003 Customer Solution
































Solution Overview


Customer Profile


Siemens is one of the world’s largest electronics and electrical engineering companies. Employing more than 450,000 people in 130 operating units in 190 countries, Siemens delivers advanced solutions for e�business, mobile communications, manufacturing, transportation, health care, energy, and lighting.


Business Situation


Each Siemens business unit oper�ates separately and yet needs to work with other units to provide competitive, customer-focused products, solutions, and services for the global market. To achieve this, Siemens created its Any4 vision, which states that any authorized Siemens employee can access any resource at any location at any time. 


Solution


Benefits


By implementing Microsoft® Windows® Server 2003, Enterprise Edition, Siemens expects to: 


Provide any authorized employee with access to any resource, from anywhere, at any time


Increase performance and productivity


Reduce total cost of ownership


Software and Services


Microsoft Windows Server 2003, Enterprise Edition, with Active Directory® and Terminal Services


Microsoft Windows XP Professional 


Microsoft Windows 2000 Advanced Server 


Hardware


Fujitsu-Siemens, Dell, HP, Compaq


Scenario


Global enterprise 





"We found in our lab testing that Windows Server 2003 enabled us to get beyond those imposed limits. Knowledge Consistency Checker (KCC) calculation time for 150 sites on Windows Server 2003 took just a few seconds compared to several minutes that it took before." 


John Minnick 


Manager, Technology Development 


Siemens Energy & Automation
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